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1 Introduction

1.1 Executive Summary

The opportunities and benefits that exist for businesses to use loT-class products and systems are many and
varied. These may include improving the customer and employee experience, streamlining operations,
improving productivity or even creating new avenues of business. With a wide range of procurement,
installation, configuration and operating options, a common challenge is how to manage and maintain a
complex system. This is especially important when it comes to security as the benefits of loT could be
overshadowed by the risk of adoption.

TEMoT-classDE RO AT LERAND EE, TOBELFRIIZEEHRLLDELD, FIIZEFEN
2EDELTIE, BEEREEDIVARYIVADE LY, ERAOEEL, £EMOREIZIAT, &
LWEDKRREREENBIFONS, FAE/RE B ERICIEEVEREAHZMN. EOLSIZLT
BHELGORATLEER A RFTHEMEVNSI AN, HEDFEELE L TEHNUVLNS, 0TEHEATZIAUY k
M, ZOVRIICEKYFERSINDEEEEEHD-6. EXa )T IIBHTEEICHEH> T,

The loT Security Foundation is publishing a series of architecture proposal documents with the following
intentions:

loT Security Foundationl, DB ZEERT 2-HIZ, 7T—FTIF v #1RETH—EDRFF AV +%
AL TLS,

* Reduce/manage complexity of loT systems by simplifying implementation options
* Demonstrate what a good security regime looks like, by example

Explain the benefits of a hub-based approach including achieving security goals, maintaining
system hygiene and resilience, managing extensions and life-cycle provisioning

* ERICBE[THF T avEBRILTHIET, OTORTLOEMRS EERE EET D

* BlEBFHIET. BhitXa ) T OBEETT

* Hub_base7 JO—FOFRZHAT S, £CICE, Fa )T BEOERL, VAT LOER
KEEL BENDOHR. HOREEEDEE. 51 7HA4 V)L TOED 3=V IR ENEFND

A hub-based architecture may not be a single device/interface solution, but a collection of security and trust
tools. For small enterprises, the architecture may comprise a single device; for larger enterprises, it will likely
consist of a number of hubs, both for scalability and redundancy. Related devices and solutionsthat may act as
the hub in this architecture include a router, network management and security tools such as a firewall or
gateway, network access controls, a protocol bridge or any other device that naturally lends itself to a
management role within a network. In practice, a hub architecture provides selected points for IoT device and
network managementthat can make use of existing infrastructure, as well as provide flexible bespoke solutions
forindividual IoT deployments.

Hub_base7 —F TV Fv(E. B—DTFNA R/ A3 —T A RIZ&BV) 21— 3 0TlEEL, %2
DT BEVLSR L - Y—LOEERELEEZONS, FIREIZEVTIE, B—DTNARIZ&KY 7T
—XFOFeAERINDIEELRHD, KEEIZBWVWTIH. RY—FEY T4 EREMZRET S=0I2.
C BBONTIZEY T XTI F BRI NDAENENH D, COT—FTIFvDNTELTHET S
EBZONBTNAREY 2= 3 VICE, —F—B&LUV, Xy IV EHE, X2 Tq Y=L
BENEEND, TILIK. T7AT7I4+—Ib. —bDzA, FY :T—9 - 7THOERSFE, 7Ot
T TOHED, *y M)V EEBTL-ODEELTRET S, EBRODLZAH, BEDIVIZR LS
DF X EFRATED, OTTNARERY FIT—VEBDEODERSINFRA 2 bE, BALGHDNT -
T—F%TUFvHREBELTVS, ZRIZMZA T, TAZTNDITTTAS A Y FDzHD, REGEA—F—
ARV ya—arviiRtEhd,



This document is intended to illustrate a solution for enterprise environments where businesses are lookingfor
operational and productivity benefits of using loT. It is intended for chief officers or managers — such as those
tasked with overseeing loT adoption, information security, or digital transformation — as well as staff with
responsibilities for architecting, designing, planning, procuring and operating an loT-class system — i.e. system
architects, technical managers and systems integrators. It may also be of use to companies designing smart
hubs as ‘the Hub’ is a key element of the architecture. Security is not static, it requires a series of on-going
processes that need to be managed over the combined life-cycles of system elements including services,
devices and networks.

CORF1 AV OB, oTOFERICKYERLE EERLEDAY Y b ERDBIVE—TS54 XD
HD, V) a—2a ERATLILICHD, BET DAL, 0TOHFEAP. BHREF21VTa. T2
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THA O N EHAEDLETEET S, ETFOTOERDOENY EZRELT D,

The architecture described by this document supports a layered approach to the security challenge and
lifecycle management tools in the Enterprise loT deployment. It presents a relatively user-friendly loT
management solution that supports key principles of security assurance and good practice including network
management, connecting devices securely, software maintenance and end-of-life considerations.As a
result, it may also support a number of specific compliance requirements or best practice standards. Forexample,
a hub-based architecture can help mitigate risk associated with cyber security and data protection regulations
such as the European General Data Protection Regulation (GDPR) [ref 13] and Network and Information Systems
(NIS) Directive [ref 14] or support adoption of the USA’'s Cybersecurity Information Sharing Act (CISA) [ref 15].

CORFAAVRTHATDI7—FTIFvE. To8—TS5AXoTTTAA AL D, X2 ) T4 3RE
ESATHAULEBY—IILIZKT S, BEIELIN:-7IO—FEHHR—+35, TITREINDIDIE.
X2 TAREAOETERRANE, BYL TSI T4 R R— b5, KBEHL—F—T L2 K —%loT
EEY1—230ThHY., Ry NIT—VEB/ TNARADRELGER VI DT - ATHFURAF
AORTIZHT Z2EELEERYRALINDE LGS, ZORRELT. EHEIVTSATUREHFPAR b
TS0 TAREEL, YR—bFBZLICHEDEIEDLS, EXIE NTR=RDT7—FTIVFrIL.
European General Data Protection Regulation (GDPR) [ref 13] 4. Network and Information Systems (NIS)
Directive [ref 14| TEEIND. YA /N\— - X2 T4 BLUT—2RERDICEET S XVBERIZHE
LD, %L T. USA’s Cybersecurity Information Sharing Act (CISA) [ref 15] DBERZ Y HR— +F 5,

Whilst perfect security is likely to remain elusive, this architecture is considered to be a good approach to
supportthe management of common security goals of confidentiality, integrity and availability. Interoperability
between loT devices is a key aspect of hub architectures, like the one described here, and assists with security
management across the 10T ecosystem. While this document does not specifically address the issues related to
interoperability, it is worth highlighting the work that should be done in this area to support IoT security and
ease of adoption.

FELEX1VTALEVLTEH, RAECAHADVENESLIN, COT7—FTI/FvIE, #HELE it/
AAtENS, —BRMBEF 1) TAIEREEETELO0. BNT7ITO—FTHDHEEZBND, loT
TNA AEOHEEEREE., CCTHATEINT - 7—XTI/FYOEELAETHY ., oTTI LR TL
2RO EX 1) T4 EEEZXIET D, CORF AL MTE, HEERKICEET SMEZEAFICERY
EFTOGWLA, loTEFa T4 EBZLEFAEYR— M 2BEICENT, EREITNESEELZATT S
LoD,

Similarly, this document proposes an ideal Enterprise hub architecture which is not yet in the marketplace. This
is with the intention of stimulating and informing future product design, development and implementation.

B#HIZ. SORFaA AT, BEATY—4Yy MIEBLTWRLD, BEMEI VA —TS54/4X - N\
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Further work can be done to apply hub thinking to existing implementation approaches and identification and
adoption of key industry standards to support a hub architecture. Before standards solutions are available,
Enterprises should be able to identify the primary loT and security management needs for their organization by
using this Hub architecture in conjunction with a comprehensive risk assessment. With this information,
Enterprises may then identify those available market solutions that are best suited for their own loT
deployment.

NTDRBEFREOERET7 JO—FICHEAL, NT7—FTIOFvE2HR— T 5EELERITEEET
BEHTAHET, (EEDBEZEILKRKT A ENTES, 25 LI-EBEMNY ) 12— 3 UAFIFERTEEIZAE BRI
12, BENMEFEITAREZ LK. BENRYRIVFHGEAAELERNT - 7—XTOF ¥ 2FEHTHET
L%, FEOTELEUVEF2ITABEOD=-—XELD, COCRESNWDEREEZERATHET, Fh
FNOLEIZEITRI0TTIAA A MRER, HEOY ) 21— a3 ERBETEL L5124 S,

1.2 Scope

The focus of this document is the definition of a Hub-based architecture for loT devices and solutions
implemented and managed by the Enterprise.

CORFIAVIMNTH—HRTEDIE, TVA—TSAXTEE EBEINBIOTTNAR /Y1) 12— 3001
HD. Hub Base7—FTIF Y DEZXETH 5,

We do not make assumptions about the business models of enterprises or loT solution providers. For this
particular reference architecture, it is assumed that loT devices will not be wholly owned, controlled

and operated by the loT provider — as is the case in some business models. Instead it is assumed the
relevant devices will have some level of ownership, control and management by the enterprise itself.

L, SITIE, BEPOTYY2—Yay - FON(F—DEDRR - ETLICOVTIHRBEELTLEL, 20
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TEHETNARIEEBRIZKY ., FE/FEH/ EBINHEBEELTNS,

Below is a more detailed list of IoT and related issues considered in scope of this proposed Hub architecture:

CCTREINANT - 72TV FvQHERTEREINDOTEL Y, BET SHBEDFHML Y R FEUTITRY

o

* Consumer, inaddition to Enterprise-focused, IoT solutions
* Devices that connectto and/or provide information viathe Enterprise’s network

Devices with security features that are managed by the Enterprise (e.g. authentication, roots of trust,
password control, update)

* Devices with configuration options managed by the Enterprise

* T UA—TSAXAIFDIOTY) a— 308, BEBEERMTDIOTY ) 2a—23 Y

* BEORYFIT—VICERL. BRERBRITLEITNAR
IVA—T5ARIZKYEBEIND, EXa T 8EexmA-T/NA R GREE. EEOIL—Y
« INRATD— KRR, BFHEE)

TENEET S, VI F =23y ATV vEHELALETNAR

The scope of the Enterprise loT category could be very broad. Explicitly we do not include details regarding
specific deployments of 10T, such as Enterprise building fabric solutions like Building Information Modelling
(BIM). A deployment such as BIM could warrant its own architecture and special considerations. Instead, the
architecture focuses on more general and common uses of 10T solutions such as smart office applications
(defined broadly, ranging from connected printers to smart whiteboards), operational efficiency (such as loT
telemetry) and/or smart manufacturing systems. This is to focus effort on covering the majority of enterprise
use cases and to concentrate on the loT devices available for sale today or those widely anticipated, as most
enterprises will be looking at the current and future markets for their technology solutions.
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Below is a more detailed list of loT and related issues considered out of scope for this proposed Hub
architecture:

LUTOYR ML, CCTREESNEINT - 7—FTI0FvOHENERLGEIN D, 0TICEET HEEHOE
RDFMTH D,

* The specific requirements for the following sectors are not in scope

0 Building management
Building information modelling
The adaptation or augmenting of legacy loT device capacities
BYOD devices broadly (such as personally owned smart fitness devices)
Fleet vehicles and mobile assets

O O O O

* LTOREFIZHIT DI EDEHTEFEN ET5
O ELNTAVT IF—DAD
O ELTAVIBHRETI VY
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0 BYOD F/AA R (BALFHET ST 4y bRR - TINA RIEE)
o0 Fleet vehicles and mobile assets

* Other Considerations not in scope
o Existing BYOD devices that IT departments already provide for, such as visitor’'s laptops

o Consideration for sector-specific requirements and regulations — such as security and data
protection requirementsfor the finance, healthcare, or critical national infrastructure sectors

o Sub architectures for this and other loT reference models: the specific 10T sub architecture
within the Hub ecosystem is uniqueto each deployment. This Hub-based architecture
does not specify or make assumptions about sub architecture characteristics such as how
and  whendevices are connected, traffic routing, or implementation of multiple Hub
solutions

o Procurementlanguage and model contractsfor the procurement of such hub equipment

* LUTOEEIHENET D

O MEOSY by THE, ITHMANT TIZIRE L TLSBEFEDBYODT /NS R
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1.3 Intended Audience

The intended audience for this document isfor people with the following roles or responsibilities:
CORF2;AD FORREEF. ROFBENF-EFEERZEZHFOALTH S,

®* CxOs and loT purchasers — to better inform purchasing decisions, particularly:
0 Section 1: Purpose
o Section 2: Overview

* ITdepartments— to better inform security-focused Enterprise loT management and
architecture, particularly

o Section 2: Overview
o Section 3: Hub-Based Reference Architecture

* Developers — to better understand loT management and security needs of Enterprises and gaps in
the market, particularly:

o Section 3: Hub-Based Reference Architecture

* OEM Product Management— to better understand loT managementand security needs of Enterprises
and gaps inthe market, particularly:

o Section 3: Hub-Based Reference Architecture

* CxOsand loT purchasers — BEAICBE TS, KWYEBVWEBREDLHIC
0 Section 1: Purpose
o Section 2: Overview
* ITdepartments— Enterprise loT &3 #EJ D, WEULGEF 1) T4 OFEIEDT=HIC
o Section 2: Overview
o Section 3: Hub-Based Reference Architecture
* Developers — Enterprises IZ& (T S l0TEEEEF 1) T DREHE., ZLTHEDOX ¥
v JEBRT HEHIC
o Section 3: Hub-Based Reference Architecture
* OEM Product Management— Enterprises [Z&H [+ D 10TEEBEEF VT OREME. ZL
ThHEDX vy TEEBET H=HIC
o Section 3: Hub-Based Reference Architecture

1.4 Taxonomy

In the requirements sections, the key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT",
"SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be
interpreted as described in [ETF RFC 2119 [ref 2].

The following terms are used in this document:

* Public Roots of Trust: A publicly trusted root is one whether the root of trust is publically
accessible, typically where the trust anchor is publically published by one of the public
Certificate Authorities

* Private Roots of Trust: A private root differs from a public root because roots of trust aren’t

publically accessible. The root(s) of trust will need to be published by the organization
whose Certificate Authority created the root of trust, to those entities which need to validate
the chain oftrust anchored by the private root



2 Overview

There are two key elements to the proposed architecture: the Hub device and the flexible Hub networking
model. The Hub device acts as a central point for trust and network management. It also adds an additional
layer of security to the IoT environment. The Hub device supports flexible networking by allowing IoT devices
and sub-architectures to be deployed in the loT environment as preferred by the Enterprise. Thus, it does not

propose particular network architectures beyond separating loT'and business networks.”

COTRESNDGT—FTIFVICE, 200FELERELT, NT - TNARERRGENT - 2y k7
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Unlike other IoT architectures, this Hub architecture provides a centralized point for loT device and network
management utilizing existing security features and offering flexible solutions for the Enterprise. The Hub
supports 0T managers by aggregating information and communicating with relevant network elements such as
routers and IoT devices. It may also adopt additional functions, for instance acting as a gateway. This enables
information sharing between the local loT environment and other networks or entities, such as the loT smart
coffee machine provider.

HDIOT7—FTIOF ¥ EIXERBY, CONT - 7—FTIOF v TlE. HFEERDBZITUE—TS5A4XHET
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For added security, it is recommended that Enterprise 10T devices connectvia a dedicated loT network and not
via the business network. The aim is to minimize the Enterprise and IoT network attack surfaces by protecting
business operationsfrom IoT devices which may be used as an attack vector.

X2 T4 EBRIETHHDIC. BRERADIOTT /NS RADERIF. ESRR - 2y FIT—U TRAEL, EA
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DHEXNZRHEEZ., R/NRICHADSRIZHD,

It is believed that, compared to other architectures, this Hub architecture offers a more secure and easy to
manage Enterprise loT ecosystem. The Hub architecture is also intended to be aflexible solution to fit any size
or type of Enterprise deployment. Flexibility allows the Enterprise to adopt the best IoT solution to suit its
needs while not compromising on security. For example, the ability to choose which data is kept within the
organization (e.g. managing sensitive data onthe Hub) and when to use cloud solutions.

CONT T—XTFIFvE, D7 —FTFHOFvELRLT, LYRETEELYPTVNIVA—TS5/4X
TTaALVRATFLERHETEEEZOND, NT - T—XTIF¥IE. HowB39A XFEFE1TOTY
B—TSAX - FTTAL AV MIBEBET S, FHEYV ) a— 3 VBB EHLEMELTVNDS, COFEHK
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For more information on the benefits of a Hub architecture, see section 2.2.2 Why a Hub? and Table 1:
Architecture Characteristics

NTD = T—FXTOFvDEME A v FIZTDULTIE, section 2.2.2 Why a Hub? & Table 1: Architecture
Characteristics Z5BND Z &,

2.1 Hub-based Reference Architecture

Enterprises and their loT deployments differ and the proposed Hub architecture is intended to provide a
flexible solution which can accommodate a wide variety of Enterprise environments. It is not intended to
address asingle device/interface solution. Instead it enables the implementation of a collection of security and
trust tools that support IoT deployment and management in different Enterprise environments and loT
solutions. For instance, small enterprises may only require a single Hub while larger enterprises will most likely
need a number of Hubs — both for scalability and redundancy. Because of its central role, the Hub provides a
pointto oversee, monitor, and, to adegree, control the Enterprise’s local loT ecosystem.

Tt¥B5E. ZDOTTIAA AL FITYRFTEZZLENHY ., = CCTRESINSENT - 7—
FTOFYIE, SEITFLLEOREICHIGHAIEER., ZHGEV 21— 3 v ORBZEMELTNS, B
—DTFNAR/AVE—T A RIZ&DBY)a—30~AD, MinEBRIEIFLTULVEL, FRIZRAZ T,
SFESFEHIVE—TSARBESLWoTY Y 12— 3 VIZENT, TOERREEEEZYR— T 5%
AT ERSRAE - Y=ILO, ALY I VDREFTREIZT S, 2EZE, FIREESVTIL - NT
DHEDEETDEA5D., KEEEFRT—FEY T4 ERNERFERTHOIZ. TLF - NTEREL
TREEN DD, TOFLHEREEESINTF, TUF—TSARHEFH0—H)ITTAVATFLE
EHL. HOEEDOHHMEERT H-HDRA > FERET S,

The Hub is central to the reference architecture, aggregating information and communicating directly with
otherdevices and network elementsinthe loT environment. At the same time, the Hub can be visualized at the
edge of a network, providing a secure gateway for communication between networks. The Hub should be user-
friendly and support good device management and security practices. It should integrate seamlessly with
existing network managementtools and caterto IoT managers with a variety of capabilities and backgrounds.
In addition, the Hub itself needs to have robust security to protect the information and roots of trust that it
manages.

NTFVIT7LUR = T—FXTI9FvDFHDLTHY ., 0TREADTNA APy NI—HVBRLEEES A
LY MMBE LIERZENT S, TARKIZ, NTJERY 7=y THRELRLSh, 2y FT—5
DEEHBEDOHDT— bz A #R T S, NTFa—H—-TJLVFKY—ThHY. £, BEhf=TN
AREBEEXA) T4 - T3V TAREYR— T DLEND D, SHI2, BEORY FI—HEEY—
WEDY—LLRABHEERERL, TYXR—Dr—DEFDOEHERENEERICHIET 2LELH D, MZ
T. NJIE, BELNEET ZERE. BHEOIL—VERETE-DIC. BEREX1 T EZHBADIDEN
Hb,

" For the purpose of this architecture, an loT network is a network dedicated to supporting loT solutions deployed in the enterprise
environment. For instance, this may include smart light bulbs, motion detectors, manufacturing equipment, orsmart coffee machines.
%Forthe purpose of this architecture, abusiness network is a network (local or wide area) which enables normal business functioning
of the enterprise, such as employee access to servers and document stores, enables internet and email access, and direct
communications withvendors orclients.



This Hub architecture provides another Ia%/er of security for both the wider network and for those devices that
may have minimal or no built-in security features by considering security at every level. As a result, the Hub
architecture is proposed as a more robust and secure architecture than others, such as “tree” or “hub-and-
spoke”.

ZDONT - T—XTI0FvE, BHEERY FT—0ETNAROBAIZH LT, EF2 )T DE=HDLA
YERET S, TLT. TRTOLANNIZETD X2 T4 5EBETHET, vFa )T #EENHEA
RAENTVWEWTNASRBEIZERIGELTN, FOFERELT, NT - 7—FTFTIF vld, YI—0ONT
TR RR=IBEDT—FTHOF v ERBRLT, KYBETELHREZIRET S,

As opposed to a tree network, which connects a number of nodes via a direct communication line without a
central management point, the Hub provides an information aggregation point for all devices or groups of
devices and other Hubs such as gateways deployed within the local loT network. Additionally, the Hub device
itself, not only the network architecture, is a key information aggregation element required to fully implement
the proposed architecture.
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b5, RIS, NT - FTNARBRIE, RYLT—Y - F—FTIOF ¥ ELTHEET B TTEHAEL, 7—
FTFOF A ERSICEE T H-HICHEDEREZENT IERELD,

Unlike a hub-and-spoke model, the devices in the Hub architecture do not rely on the Hub to talk to other
devices or execute its functions. But the Hub does provide a management point where requests or actions can
be taken, communicating from one to many and vice versa.

NT TR RR= - ETFLNERFEBY, NT - T—FTIFvDTNARE, DT NS REDBEES LU
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2.2 Aim of Hub Architecture

This Hub reference architecture aims at providing a user-friendly centralized management solution for
Enterprises deploying loT devices and solutions — from one or multiple vendors. Importantly, the architecture
considers security a primary objective and provides a way forward with this in mind. The desired result is a
more secure loT ecosystem within Enterprise environments that is user-friendly, easy to deploy and manage.
Enterprises should be able to adopt this Hub architecture as well as use it as part of proof of compliance. Itis
also intended to highlight where security solutions currently available on the market fulfil as well as lack these
desired features.
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FloTZa « YRATFLTHY., Fze A—HF—T - LU RY—ThHY. T4 TOA LEBERRITTHI L
Thd, ARELEE. CONT - 7T—FXFTIF Y E#RATE ST TIEA L proof of compliance M —&f
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2.2.1 Main Hub Functions

In this Hub-based reference architecture, the Hub is a centralized loT management point with the ultimate aim
of supporting trust and security within the Enterprise’s loT deployment. The Hub provides a central point to
oversee and monitor — but not necessarily directly control — every aspect of the loT ecosystem. This is done by
providing a device and user interface that can act as a repository of information for monitoring, audit and
reporting capabilities, provide alerts and notifications, act as a certificate manager and/or cache, provide
access controls, and possibly device control functionalities. In essence, the Hub functions as an IT manager
resource.

CZODHub-based J 77 L VR T—FTUF ¥ TlE. HEEHBINTEEUESAXESNzIoTEERA >
ey, TUA—TS5AXoTTFFAA AV MIBITE, SR MEEFI)TFADYR—FEEREBEOR
BMET D, CONTIE PTZAVRATLOHOW IAEEZEE ERT 5-H0RDRERET HH. &b
FTLEAALY MCHIET ILEF G, ERMICES L. ER BB BRED-OHDBERIYKRD LY &
LTHREL., =, 75— FEBMZRHETES, TNAMRELI—HY— A8 —T A ADRHFIZKY
FIRINhDB, 512, SIHAEIR—Sry—PX vyl LTHEEL, 7V ERGMEE K UT/N1 REHE
DEEZTIRMT E L1 H D, REBMWIZ, CONTIE ITR—Srvy—D)Y—RELTHEET B,

To enable the Hub’s flexible management of a unique Enterprise 10T ecosystem, it supports three basic loT
device “classes”. Of the three classes listed below, most IoT devices will fall in Class 2, where the Enterprise
may centralize as much of the device management as possible within the Hub architecture, but some aspects
of management may rest with the service provider.

FNEFRDIUA—TSAXOTTAVRATALAIZEWNWT, NTIZLPEFRLEEBRETMREICT 5012, EX
BIIZ(E3DDIoTT/NA R Class B R— kb, RFEDIOTT/NA R, LLTFD YR bD Class 2125348
Ehd, NT - FT—FTFTIFYHRDOREDT NS REEF, TVH4—T5AX&Yt 854 XEh%
N, BEO—HIETH—ER - TANSA E—(kET 2581 H 5.

* Class 1: Fully controlled and connected — where interfaces such as loT device control, data collection
and management are fully integrated and controlled by the Hub device and kept within the Enterprise

* Class 2: Partially controlled and/or connected — where the Hub device may execute some but not all

interfaces with the device, such as pushing updates and managing traffic but not collecting sensor
data

* Class 3: Information sharing — the most basic type of interaction, the Hub would not control or

manage the loT device functions such as updating or data collection, but instead will log basic
information such as device status or installed updates



* Class 1: Fully controlled and connected — loT7 /31 ADHEE LUV, T2 OWRE  EBLZEDA V4
—71—RE, NT - TRARITEYRLIHE /FlHIEN, TU2—T54 ZRICRHEEND,

* Class 2: Partially controlled and/or connected — /AT + T/A( R(F, RMEEHBBTNLADA VA —T
ARERNLT, TYTT—rOT a0 53T I DEBGELREATREAIM, EoH—- T4
DIER EFThEL,

* Class 3: Information sharing — JRELEMDA V259 3 vbThhnd, oTT/\1 AEEDT v T T
— rDRTF—ANEL EQEHIE/ ERIITHOALBUVA, THRAR  AFT—F AP VA F=LEHDT
VIT—rOBED., BAMGREREZATICEET 5,

For the purpose of this architecture, the main Hub functions or support capabilities include network management, connecting
devices securely, and lifecycle management. Below are examples of how each of these Hub functions support Enterprise loT

security:

NTDEFBEGHES L UYR— M ABEICE. COT7T—XFTIVFvOEMTHS, *y hI—YEE
TNAADREGER /A THA IV LVEBNEEND, UTOHIEX, 5 LE=NTOHEN., BL2nT
VB—=T54 XloTFa )T 1 &HR—rFEARERLTLD,

* Network Management and Security Tools
o Local loT Network: Implementing a local loT Network to separate traffic, minimize attack

(0]

(0]

surface and protect business operations [see section 3.2.1]

Separation of Testing, Staging and Live Systems: Separating systems to reduce the risk of
new devices reducing the security of the [oT ecosystem [see section 3.2.2]

Gateways and Firewalls: Implementing gateways and firewalls to protect networks and data,
and manage traffic [see section 3.2.3]

* Connecting Devices Securely

(0]

(0]

Authentication and Authorization: Using authentication and authorization to ensure only
verified and permitted devices are on the network gsee section 3.3.1
Secure Boot: Using secure boot to validate the integrity of loT software [see section 3.3.2]

0 Roots of Trust: Implementing roots of trust to support security foundation [see section 3.3.3]
* Lifecycle Management

(0]

Monitoring and Audit: Using monitoring, discovery and audit tools to oversee the loT

[see compliance prove and decisions, informed on based action takes ecosystem,
section 3.4.1]

Update and Patch: Managing update and patch processes and history to support security
best practice throughout the device lifecycle [see section 3.4.2]

Manage Device Identity and Authorization: Using device identity to manage and improve
security of devices, including end-of-life provisioning [see section 3.4.3]

Managing End-Of-Life: Managing device end-of-life securely for scenarios including device
end-of-support, replacement, and ownership transfer [see section 3.4.4]

* Network Management and Security Tools

(0]

Local loT Network: A—A)LloTH Y bI—9 #FEELTIS 74 v I 208 L. XEXNREEER
INRIZHIZ, ESRR - FRL—Y 3 V% RET B [see section 3.2.1]

o Separation of Testing, Staging and Live Systems: X T LM %28 L T, FHT/34 ADEMI

&BI0TTa - YRATLDEF2YY T4 %2ETY R ZBIBT %[see section 3.2.2]

o Gateways and Firewalls: ¥— bz L 77470+ —ILDEREICKY, xRy b T—H T4 %

REL. FTT74 99 #EET B[see section 3.2.3]

* Connecting Devices Securely
o Authentication and Authorization: FRFEERBEANT, BRI/ FASN-TNAZDHDR Y

0
0

FI—9 LIZH B EZHERT S [see section 3.3.1] i
Secure Boot: T 217 - J—rZRVT, 10TV 7 bz 7 DL ZIREIT 5[see section 3.3.2]
Roots of Trust: (S3EDIIL—YEEREL. ¥ 71 EBEEHKR— b9 B[see section 3.3.3]

* Lifecycle Management

(0]

Monitoring and Audit: B/ R E&ZY—ILE#AWVTIOTIOVATLZEE L, FRICED
WTBEEI L. 3V T34 7V RX%AT 5 [see section 3.4.1]

Update and Patch: /Ny FONE BREZEETHI LT, TNIRADTAITHL I ILE2HKEE
CT. X2 UTADARL - 59T 4 R%EYHR— 75 [see section 3.4.2]

Manage Device Identity and Authorization: T/34 XIDZAWL\T, ¥ R—rERTOTREY 3=
VTHLEDT, TRARADEF2) T4 2EE HET H[see section 3.4.3]

Managing End-Of-Life: 7/\1 ADYHR— T FUFZEEL. BLROTNAARICETER
BMOMBEOEEZEDT. TAMADFMERLITEET b[see section 3.4.4]



2.2.2 Why aHub?

This paper proposes a Hub-based architecture as a robust foundation for loT security and management
for several reasons, including:

SORTA b+ R—N=—TIE, 0TOEF21) T4 Z2EEYTLBFLGEEL L TOD, Hub-based7 —F 75
FrEIRET S, BRHELTIK, ULTOERBLZENEENS,

* Centralized Management — A Hub is characterized as the focal point in a network, with connectivity to
all groups/devices, network management tools or other Hubs. Ideally, this Hub would enable
loT ecosystem lifecycle management by supporting network and end-device security. It provides an
easy one-stop-shop to manage roots of trust, monitor network traffic, devices on the network, and
updates and patches

* Software Update and Patch — The failure or inability to update connected devices is a now well-known

security risk [see ref 11] . A Hub would enable the management and implementation of
software updates within the Enterprise loT ecosystem and offer high-level update-able
management Hub to protect those devices without update capabilities. It would also facilitate
an additional layer of security by providing an easy update point particularly for those devices
which do not support endpoint solutions such as updating and patching

* Security Compliance — A Hub architecture provides a central place to manage layered security
and ensure a minimum level of security that protects all loT devices across the Enterprise. In
addition, it could assist with regulatory compliance. For instance, the Hub could act as a firewall
and/or provide a simple update and patch mechanism. The Hub can enable, log, and report on
security features or statuses, providing a repository of information that may be used to prove
compliance with standards orregulations as needed

* Troubleshooting — A Hub would also provide an easy troubleshoot mechanism for the Enterprise loT
ecosystem. The ability to manage, audit and monitor traffic and connected devices in one central
place supports loT security management. This not only helps manage devices, but also provide
real- time notifications of malicious devices, network anomalies and pinch-points

® Centralized Management — v k7—2 O ibE & L THEBRTONENTIE. TRTOYTIL—TIF
NAZABEUVRY FT—VEBY— LB EICERT D, CONTIE, FYRT—=U LIV RTRLRAD
X2 TAEYR—FFBHIET, OTTAVARTLDSA IHA Y VEBEART IONEBETHD
o THIZEKY., BEOL—VEEEBL, 2V MT—V - b3 T4 99 B&KV. 2y FIT—=9 LDOTINA
A ZELTT7YIT— b/ Ry FEERT L1200, BEAETY - A by T3y IHREEINS,

* Software Update and Patch — &g S iz T/3 1 RDBFNKK  TEETHI M, X2 T 1 -
DRYIZHEBZEF, WETIRHGESRBHEINTWS [ref 11238, NTIZ&Y, T8 —TF 54 XloT
IaYRATLRATO, VI T7 - 7TyvIT—rOBEE/ RENTREICHED, £z, TALDT/NA
ADT Y TT— MEBEITIRETE LB, NS - LRULDT y T T— FEENRRESNS, 7T T
— b/ FOBEREWNSDEZIVRRA Vb -V a—2 30 R— b LEBEWTASRIZHLT,
BUTYTT—b - RAV I ERBETEHILT, £F2UTADEHOOLAVY—EBMERET 5,

* Security Compliance — /NI 7—F TV F v, BEBIlLSNhzEXx2 ) T4 ZBET 5-DFH
DEERBEL. TU8—T5AXETBZLNI0TTNA RERET H=HD. ZRILRILDE
FaAUTAEHERT D, SBIC, AVTSA T URIBFICRIDOAIEEEE H D, =& ZIE.
NTETF7ATIO4—ILE LTHEEL., BAT Y TT—br /Ry F - AN XLEFRET
52LEHD, CONTITKY, EF2 T OHEELERT—2AET 50T ~DEH "},
ENFHERY ., RAVA—FEXVAVTSATUOR~NDENE, BEIZKRCTIERT S
ODERV RS ) #RHES I B,

* Troubleshooting — C D/N\T(E, TUA2—TSA XoTTALRTLIZEITS. BERLELSITIL
s aA—TA VT ANZXLERET D, I T vV EERINIZTNARE, —TTHIC
BB ERTOIMENRESA, oTEF ) T DEENSR—bEhd, DFY.
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TFILEA LITEMT SHEELIRE I D,



In addition to the security and management attributes, a Hub-based architecture is also considered highly
flexible to accommodate a variety of Enterprise implementations. A quick comparison of network architecture
characteristics (below) highlights the security functions and flexibility that the Hub architecture offers.

tHxal) ToHEELEBHEOERIZIMAZ T, COHub-Based7—F T4 F¥if. EFOITVE—T54 Xz
BFEREICHET 500D, SELEHMEFRBRIIERDODNS, UTIZRKT., Ry +tT7—9 - 7—F
FIOFF¥CEDEMLEBRERNIE, NT - 7—XTIF BT X1 T e ZTHMENFER
Yizt b,

Architecture Characteristics Hub Hub-and-
Architecture Spoke or Star

Networks

Supports a centralized network
management tool

Supports hybrid network sub-
architectures

Supports direct communication

with management tool (does not

require information to travel X X Sometimes
through unneeded nodes or

pathways)

Information must be shared in a
hierarchical manner

Network management tool is
resilient to device and network X X X
disruptions

In the event of management
point failure, networks and X X
devices can continue functioning

Central management and
information aggregation point

Management tool supports loT
device identity, access and X
authorization resources

Management tool supports
minimization of attack surface

Dedicated device for network
and loT device management

Table 1: Architecture Characteristics



2.3 Assumptions

2.3.1 Device Ownership

We assume devices will have a mix of privilege and variety of ownership, by visitors and employees of the
enterprise and the enterprise itself. Devices may be used by many people and require trust properties to
reflect this, but without imparting administrative privileges to all users of that device.

—EDTNA RIZIE, BHRGIFECFAENEEL. ERICETHHMBLMRERL. TORELREITH
BEhDEBELTWLS, ENH6DTNARE, BELDAICIYERESNLARERELAHS=D. FSR
b TAONRTFADBBECHEDIN, TRTOTNSARADTATOLI—H - LT, EEEERZGFET D
WEEE,

2.3.2 Network Security

We assume a relatively static size of network, but one that might be expanded to incorporate new technologies
as they are rolled out. The need to manage such a diversity of devices is recognized, with an emphasis on
clarity of device statuses across the network, and simplicity in the process for improving and updating network
security.

Y bT—ODOBRRIFE. TENEFEEFHLIDLEFBESATLEVA, HLLWTY/OP—HARERERASND
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DRELEHFOTOCRAOBERILLEICH, ERZESDLENH D,

2.3.3 Visitor Access

In addition, each enterprise should have strong and established trust policies for devices and groups of devices,
such as visitor or guest devices, including levels of trust. This includes temporary Enterprise devices which may
be connected to the business as opposed to the guest network. In cases such as these, it assumed that the
Enterprise will manage access and device privileges in alignment with Enterprise policy. Whilst specific
recommendations on such policies are outside the scope of this document — they will be individual to the
needs and security requirements of each enterprise — we do assume that an enterprise will offer open
connectivity to visitor devices, sothat they will have access to connectivity, but no administrative privileges.
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2.3.4 Privileges

We assume that a variety of device/service access and administrative privileges will be managed by the
enterprise. Administrative privileges will be influenced by a variety of factors such as the device class (as
specified in section 2.2.1), loT solution business model, handling of business critical and sensitive data, and
technical capacity within the organization. We also assume that general users will not be restricted from using
the device’s full functionality, yet at the same time they do not have administrative privileges. For example, a
person should be able to make full use of a smart coffee machine and its services — for example save their
regular coffee order and gift coffees to others — whilst not being able to access free test coffee drinks.

__rwmkm EEOTNAR/Y—ERAANDT I EABLUVEREERN, T4 —T5/4 XK YEESA
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2.3.5 Sector-Specific Requirements

Enterprises in certain industry sectors will have more regulation constraints than others, and so there will be a
variance in security and audit requirements between enterprises. We assume that the enterprise will adhere to
sector-specific requirements including regulations and best practices.

BEDERICHET SLEICE, OXBELLERLTEIY S DORFLH A, BEILDEF1 T4 LER
DEHF—HTRAL, CCTORMRE., ThTAOREN, REOCRX - T3V T4RALEET, EREFHD
RUZIRSFTHETH D,

2.3.6 Technologically Neutral

This proposed Hub architecture is intended to be technology agnostic, and therefore should be flexible and
broadly applicable to [oT deployments. It is important to keep in mind that the business models of loT
solutions, particular enterprise structures, and unique deployments will all impact implementation of this
architecture. Therefore, the following is provided as an example and not a rigid implementation of the
architecture described here. Where existing protocols or standards are referenced for illustration and are in
not intended to be prescriptive references.

CCTRESNANT - 7—FF0Fxlk, 79/ 05— bnBENEREZEFS, 0TT704 A2 MIELE
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2.4 Security Principles

There is a huge variety of devices labelled “loT” and equal variety in the level of security features supported by
those devices and solutions. Enterprises need to be aware of security risks when implementing 0T solutions,
and therefore should be aware of common security principles, no matter the deployment environment. The
resulting decisions will most likely differ by Enterprise as no IoT deployment is the same. Nevertheless, these
principles should be taken into consideration from the outset.

OTESFNLFHFENFEERET NI ZDHY, TRoDTNAREY ) a—Y 3y THR—bEhdEF2) T4
BEDLALEEHRTHDH. BEE, 0TV 21—V a3V ERETIRICEF 2V TAVRIZRET ILENH S
fz, TIAAA Y MREICEGREC, —BOGEX2) T RAZRETILENH D, A—DoTT7OL( AV
PIFELLGUWED, BRELTEONAIREFTERI. ThENORRICTLSIERLHDDIHEESS. TRTH-
TH. UTORAG, AN LERICANDDLENHD,

The most modest approach to security focuses on the following three key principles, also included in the “loT Security
Comliance Framework” [ref 1]

X1 T4AORBEZHET TO—F(F, loT Security Comliance Framework [ref 1] 23 &FA TS, UTDH3D
DIERAICERZETHLDEL S,

® Confidentiality — ensuring information and systems are protected from unauthorized access

® Integrity — ensuring that information and systems are unaltered and accurate throughout the
lifecycle. For instance, information integrity applies to data collection, transfer, use and storage

® Availability — ensuring that information is and services are accessible by users or systems as and
when needed

® Confidentiality — 1§ & S XA T LM, FETI AN LRESIN TS Z LDORER

® Integrity —1EHRE VAT LN, SATHA VIV LEEZRBLTERINT., FETHD Z EDFESR,
fzEZIE, BHROZLEE. T—2ORE &HE FRREICERIND

® Availability - BEITH LT, A—HF—E R TLANERES—ERIZFT IR TE ST & DHER,

From these principles, a wide variety of questions emerge when considering loT solutions. Many of these
questions are considered in “Make it safe to connect: Establishing principles for Internet of Things Security” [ref
10] by the loT Security Foundation, replicated here for ease:

CNEDRAIAL, 0TYYa1—23 v ERETHEO. SESELRMPIZFENVLEN S, ChoDERDS I,
loT Security Foundation 1244 Make it safe to connect: Establishing principles for Internet of Things Security [ref

10]TRE SN TSN, UTTHEIZENT 5.

® Does the data need to be private?

® Does the data need to be audited?

® Does the data need to be trusted?

® |[s the safe / timely arrival of data important?

® |[s it necessary to restrict access to, or control of, the device?
®  Will the device need to be updated?

®  Will ownership of the device need to be managed or transferred?
& T—HETSAR—IFTHIBLENHDIMN?

o T—ILEHEBTILENHLIN?

& T—RIIHTLHEBILEN?

® T—ADEFATTRALY)—LEFIEEN?

& TNARADT I EREFIHEFHIRT DBHENHLHMN?

o TNARDT7YITICHATILEHRIEHZIN?

& TNAROFAIEICETLEE FENDEICLELIN?



Developing these points to take into consideration architectures as well as data security, this proposed Hub
architecture expands uponthe list above. The following architecture-specific questions are incorporated here:

F—XTIOF X ETTREELT—3 - EX 1) T A ZEZBEBICANS=HIZ. UTORAV NEFRBESEEIE
T, CCTRESNAND - 7—FTO0F ¥ FLEDY R MEHERT 5, ROT7—F T FrEHDEBA.
CCICIZHARAENTILNS,

® What is the Hub’s relationship with trust management? [see section 3.3.3]
How does the Hub architecture support layered security? [see section 3.2]

® To what extent is network access managed and when should access be revoked? [see section
3.21]

® \Where is it safe to make the data transparent for monitoring, updating and auditing? [see section
3.3]

® \What permissions are given to a device and does it — and potentially its data — need to be treated
differently to other devices? [see section 3.3.1]

® What information about the Enterprise does the data provide, what is the relation to business-critical
functions, and where isthe data best managed? [see sections 3.3.1, 3.3.3]

® What should be considered when decommissioning devices or transferring device ownership?
[see section 3.5]

o NJLEBEBLDOBERIEE S %S ?[see section 3.3.3]

& NT -T—FXTIVFVIERBEBLInf-EFa1)T1E2EDKSITHR— T % ? [see section 3.2]

& XYL TJ—UF7VRRIEDEEEEIN, WOTIVEREMYBETBRENH LM ? [see
section 3.2.1]

o ENf FH EEDEOHOT—ADEBMEIX. £ THEINEREM ? [see section 3.3]

& ITNTNOTNARICIE, EQKSGTERIMIEINEIMN? Tz, IRELEITNARX (FEIC
EOTEFT—RLED) . thOTNARERGDIFETULET ZMLENH LM ? [see section
3.3.1]

0 T—HRLLTRE#HEINE, To8—T54 X@ETHERIBICH?EDRRY - YT 1 hILE
BEELDOBRB LY. T—ADORBELGEBGAIEE ZH? [seesections 3.3.1, 3.3.3]

0 TNARDEAMEILINZEE, £, THNAADFBEENZESND L EIZE, AEEET
BLEMNHBHH? [see section 3.5]

Good security hygiene should be the foundation of any loT management process. Therefore, the principles for
this architecture are based in ensuring a minimum level of security across the Enterprise IoT ecosystem and
understandingwhere weak points or attack vectors might be located.

X2 TAICETHENEEEN. 0TEETOLRDOERLLDETE, Lizh>T, SO7—FTVF
YRADOERE, To2—T5AXOTTAVRTLEEKITETIRNAL - X2 ) T 1 DFERE. BR
PUEANY 3 —DELDIGFOER LS,

2.4.1 Threat Assessments and the Hub Architecture

This Hub architecture focuses on three security management features identified to support these
security principles. The security managementtools at the core of this architecture are:

ZONT T7T—FTO0FvE, LEEOEFXF 1) T RAEZYR— T BE=OIZHEESNA=, 320X
T4 EEHEICERZLET TS, COT7—XTI9FvOERELDIEXFIVTAEEBY—ILIE, UTDE
BYThHbB,



® Network Management and Security
® Connecting Devices Securely
® Device |lifecycle management

o XRYrIJ—HEBEEXYT
0  TNARDLELIE
o TNARDSA ITHAYIILEE

Information security is also an integral part of secure loT ecosystems, and is supported by security
management systems in the Hub architecture. It is assumed that information security best practices will be
implemented with loT deployments, be structured in away that best meets the needs of the Enterprise, and is
in compliance with relevant regulations such as local data protection and privacy regulations. Information
security best practice are not the focus of the architecture, but more information on how they relate can be
found in Appendix B.

FREX1V T3, REBZOTIALVRTAIZEDTRARBEHATHY . CONT - TF—FTI0FvDt
FXaAYFAEEBIURATLIZEYYR—rENE, CZTORRRE. FHREXLVTFAORR L TS5HF~4
AM, TTFFAA AV pEHICRESA, T, tEO_—XIIRBELFETER SN, O—HIL - T—4
REDTSAN—RALGEDORERFICENRLTVIRRTH D, BHREF2LVTA DRI TS50 7F
A RE, SOT7—FTIFryDERTIELEVD, ZOFMLBEESICDLNTIX, Appendix B #58B LTIEL
(AN

Below is a table with a few examples to highlight the manner in which this reference architecture can help an
Enterprise safeguard against some computer security threats and support compliance measures. The examples
focus on the exploitation of connected systems and are organized using the widely-known STRIDE (Spoofing,
Tampering, Repudiation, Information disclosure, Denial of service, Elevation of privilege) threat classification
model along with two additional threats relevant to Enterprise loT deployment — regulatory compliance and
unsupported endpoint management.

UTOT—TNIE, COYIT7PLUR - T—FToFvI2kY., £EA—IODOIVE1—4F X2 T+«
EEMNOBRELSIN, T, AVTSATURFHAIZLEYSR—bEIND=00D. LW DHhDFIZERLTLY
5, COPE. BIEEINEZVATLOFRICEREZETTWLS, <N TLSSTRIDE (Spoofing,
Tampering, Repudiation, Information disclosure, Denial of service, Elevation of privilege) BB 2EET/LIZMN
AT, TV —TF54XoTT 704 A2 MZEET 5. regulatory (non?) compliance & unsupported
endpoint management & ULV5 . 2DDBEETILEEML TS,

However, these are not the only threats to an Enterprise IoT environment, nor is it the only threat or risk model
available. Other examples include: PASTA, VAST, Trike, NIST's Cyber Security Framework, NCSC's Risk

Management Guidance, ISO/IEC 27000 series (particularly those on information security risk management and
auditing), and OWASP (application security). An Enterprise should select the most appropriate model when
executing an assessment.

=L, To8—T54 XOTREICHEZH LFTERIT. ChS5EFTEHEL, ZLT, BRATESE
BEURIDETILE, TNEFTIEAL, ZOMOHFIE LT, PASTA, VAST, Trike, NIST's Cyber Security
Framework, NCSC'’s Risk Management Guidance, ISO/IEC 27000 series (particularly those on information
security risk management and auditing), OWASP (application security) % EN$H D, FNEFNOEEILEHEIC
BRLT. RLBEULGETILEBRTILELNH D,

For a more comprehensive sample threat modelling, see Appendix A

K YaAENLE, BRETY T DOHY U TILIZDONTIE, Appendix A 8B L TIELLY,



Threat Treatment Examples Hub Architecture
Treatment
Correlation

Spoofing

Tampering Tampering with software to Secure boot and update to Secure Boot [3.3.2]

modify permissions, install ensure software and
spyware or backdoors hardware are only modified Monitor & Audit
by trusted sources [3.4.1]

Periodic auditing of
firmware to check for
tampering or unauthorized
modification

Repudiation



Information
Disclosure (Data
Breach)

Denial of
Service

Elevation of
Privilege

Regulatory non-
compliance*

Unsupported
endpoint
management

Diagnostics information
shared with an OEM which
discloses proprietary
Enterprise information which
is not required by the OEM

Using exploits in connected
devices to execute a DoS or
DDoS attack on another loT
device in the Enterprise
network

Unauthorized access of a cloud
service provider’s system
enabling access to the
Enterprise business or loT
network

Need to prove compliance
through metrics after a data
breach to show due diligence

Inability to encrypt data or
assign a root of trust

certificates and roots of trust

Traffic monitoring and
management (ingoing and
outgoing)

Separating business and loT
networks

Traffic monitoring, auditing
and management (on the loT
network, ingoing and
outgoing)

Use of gateways and
firewalls to monitor and
block traffic

Separation of loT and
business networks to
discourage privileged users
from accessing non-relevant
business information

Log and report on security
features and ecosystem
management

Enable security best
practices

Identify, manage, and
update regulation
compliance measures

Create a secure local
environment for devices -
separate devices from WAN
and business networks

Table 2: Threat Treatment and Architecture Correlation

Local loT Network
[3.2.1]

Gateway and
Firewalls [3.2.3]

Local loT Network
[3.2.1]

Monitor and Audit
[3.4.1]

Update and Patch
[3.4.2]

Local loT Network
[3.2.1]

Authentication &
Authorization [3.3.1]

Monitor and Audit
[3.4.1]

*Highly dependent
on regulatory
requirements.

Gateways and
Firewalls [3.2.3]

Authentication &
Authorization [3.3.1]

Monitoring and Audit
[3.4.1]

Local loT Network
[3.2.1]

Gateways and
Firewalls [3.2.3]

Monitor and Audit
[3.4.1]



3 Hub-Based Reference Architecture

The architecture presented here is meantto be a resource which outlines key security considerations and how
a Hub may act as a central information repository, assist 10T deployment and enable long-term management.
The extent to which the Hub provides monitoring, audit and controls depends on the relevant loT solutions,
Enterprise structure, and specific implementation of this architecture.

COTHNT D7 —FTIOFYIE EX2UTADEZEFHEEZMHT S, YV—RELBDHELEZEMELT
Wb, Flo. NTDBREUVESAXSNEERYRD Y ELTHEL, oTT 704 AV FEXIEL. R
MAEEZABEICT AAEICDTEHERATLG, NIHER A EE HHZRET IHET. ThThd
TV Ja—2avd, TIVE—TS54XBE, 7T—FTIFvOREARICLY, BRDHLDELD,

This section presents a high-level Hub architecture design as a reference model for Enterprise loT managers. Cyber security
principles are the foundation of this work, in particular the DCMS “Secure by Design Report” section 4.5 [ref 7] and the [0 TSF's
“Application Note: Mapping the loT Security Fundation’s Compuliance Framework to the DCMS proposed Code of Practice for
Security in Consumer loT” [ref 8]. Supporting these principles and enabling easy implementation and control is a primary aim
of the Hub architecture which provides a device management point.

COEYavTHATEIDE N1 - LRLDONT - T—FF9F v - THAUTHY ., TV8—T354
RIOTRAF— v —NSHBITDIETINELDI LD, YA4N— - X2 )T+ DRAIE, COEXDOEBET
Hbd, £Yhlt. DCMS®“Secure by Design Report” section 4.5 [ref 7]& . 1oTSF® “Application Note:
Mapping the loT Security Fundation’s Compuliance Framework to the DCMS proposed Code of Practice for
Security in Consumer loT” [ref 8] (FEEZ, CNLHDRAZYHR—FL, BRLERELHHMERRT L L
N TNARDBEERS DV FERELTWANT - 7—FTIFvD, £5BMEED,

We do not prescribe or presume certain protocols or solutions, but some reasonable assumptions have been made about
number of connected devices, their physical constraints and the “character” of such devices and networks (e.g. if one person
sets up the network, or many people have admin rights for different parts of the system). This technology-agnostic approach
enables the blueprint to be applicable to a wide-range of systems with such constraints.

BHEDTOLINPY Y 1—2aVERE/METHLFLLA, ERIATLETIROHP. Th
5>OYMERFK., TNARERY FT—IDRFEIZDONTIH. W OODEEMGRENGZESAh TS (f2
EREAADRY FT—0 %1y TV TTHHEEL. DAL PRATLEDORFICEREERE R
DIBFEHE) o TOTTO—FETY / OP—(ROALBNSH, HIHNEROEED VA TLOHDEE
BEL b,

3.1 Example of Hub-Based Architecture

The Hub architecture is elaborated here through five elements. The first is a visualization of the Hub
architecture and illustrates how the Hub is connectedto other devices and securityfeatures onthe network

CCTR BDDEENLT, NT - 7—FTIOFVEFHLIFHALTWVL, CO12BEF NT - 7—F7T
IFYDHRBILTHY . 2V bT—VLEDTNAROEF 1) TAHEEICRHLT, EQOKXSITNTHEHRS
nHOMhERLTLS,



3.1.1 Visualization of Hub-Based Architecture

This is followed by three key processes and their security considerations identified for IoT solution
implementation and management, consisting of:

COMBEEIX, 10TV Y 21—2 3 VDORE/EBEOEOHICHESNIBIOOEELTOLRE, TALDOEF
A)T4ICETEEREEER S

* Network Management and Security Tools

* Connecting Devices
* Lifecycle Management

e Xy k=Y EBEEXYTa Y=
o FIA RADEE
* SATHAYIILERE

Lastly, there are security considerations for the Hub itself (section 3.5 Hub Device Security), including device
and software security.

RRIZ. TRAREY T FIT7DEF2)TA4%ET. NTBRDEF1) TAICEHTIEZEESELNSH
% (section 3.5 Hub Device Security),
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Figure 1: Example Hub Architecture



The visualization in Figure 1 above shows the multi-layered communication structure within an Enterprise loT environment,
and reflects the complex communication structure between devices, networks and the centralHub. The functions of the router
and firewall are shown separately but could also be incorporated into the Hub for Hubs intended for smaller Enterprises. The
local loT network (grey lines) is dedicated to loT devices and separated from the Enterprises’ business operations network.
Devices (grey lines) use this network to talk between themselves, to the Hub and possibly with external elements via a Hub
gateway. The Hub is at the centre of the loT ecosystem as it aggregates information and communicates with other architectural
elements such as devices and local networks. At the same time, the Hub can act via its connection to the firewall (blue line) as
a gateway to external or Enterprise networks as needed.

LD Figure 1 I2HI1F28BEILIE. To84—TSA X TRBEADZEEBILSNf-a3Ia=4y— 3 EE
#RLTHEY., £, BHICEREINDZTNNA R/ 2y D)=/ VO I - NTERBLTWNS, )L
— B =L T AT OA—ILOBEEILRZIZRENTNSA, MIELEMRITORIETIE, NTD=HD/N
TITHAHRAL T EETES, A—h)LloTRy FT7—9 (REDH) (XloTT/ A REHATHY. To4—
TS5AXITRY FT—ODBREEIN TS, TAEFADT/AA R(F, ZhO—A)LloTry FT—4 (R
BOHK) ENLT. OTNAARONT L, Ffz, BEICKH>TIENT =4 N LTHEESR
LBIET D, NTIEITZALRTLOFDIZAEL., BHROEHNZFTL. DTN R PA—HIL - R
FO)—OBEDT—FTIOFVYEREEET D, RFIZ. ZONTE, BEIZELTIZ7A T4+ —ILA
DEHL (FWME) | 812y FT—9FEFIVA—TSAX Ry MIT—O~ADF—Fr9z4ELT
BEEET B,

3.1.2 Reading the Hub-Based Reference Architecture

The Hub-based reference architecture differs from most architectures in that it includes recommendations on
the architecture and ideal Hub attributes. For this purpose, we are including a guide on how to read the
architecture.

C QHub-based® ) 77 LR « 7—F TV Fv(d, BEMANTBEICET A7 —FTI/F v LOHES
ENAEFENTVSELEVWSIRT, XKFDT7—FTIFVERRLGDILDEL D, EDEH, COT7—FTH
FrDHFEAAHICETEHH4 FLET I &L,

Architecture elements (i.e. Local loT Network) are categorized under one of the key processes (i.e. Network
Management and Security) for managing loT security. Each architectural element includes three sections:

TF—FTOF¥DEZEFR (DFY., O—HNIoTRY FT—9) (&, loTEX 2T 4 ZEETH-HDE
ERJOER (DFY, 2y FI—HEBEEFIUT 1) DIDELTHESINDE, TALEADT—FT
DFXERIZIE. RD3IDODEILavhHb,

® Introduction to the topic (i.e. Local IoT Network)
® Architecture recommendations
® Hub Attributes

FEYOIDA Y rASES S 32 (i.e. Local ToT Network)
HET—%T5F v
NTDEME



The introduction provides a brief overview of the topic and its relevance to the Hub architecture. This is
targeted at a broad reader audience to provide background and context to the recommendations
and attributes.

Ao b3 TlE. FEYIDBEENT7—FTOFr EOBEEEIZDNTHBET S, ZZTH
WNEFREIIBELSRESINTHY., HEFELEHICEHT IERLOVTIR NIRRT S,

The architecture recommendations provide detail of good and best practices that should be implemented
when adopting the Hub architecture, but are not focused on the capabilities of the Hub device.

WE7—FTIF T, SONT - F—FTOF v &BRATHEEICRETRERR - T59 TR
DHEERBT BN, HRELDBNT - TN ROBEITFESELTHRL,

The listed Hub attributes provide detail about what is required of the Hub device to support the overall
architecture— a key and unique element of the Hub-based architecture.

NTBREDIV AR ML, CONT - TRAABNT—FTIOF Y 2REYR— T E-DICRLEERD. Th
TNOEZROFHMEIRMT 5, DF Y. ZODHub-based7—FTIFrICB T HEENDEEDERLLD

o

An “Examples” section is also included for each of the three key processes. These are real-world examples of
how the architectural elements described inthat section can be implemented.

FRFAD., 3DOFETOLRIZET S, Examplesto o avidFEA TS, FALIE, &S ay
THBESNIT—FTIOFVvEZRE. EETELHEZOERKRNLHITHS,

3.2 Network Management and Security
3.21 Local loT Network

Enterprises function in a variety of network settings. Some Enterprises may share networks with other
organizations, have one or many multiple networks, and may have varying degrees of external network
connections such as for cloud computing. For this architecture, it is considered best practice to have one
dedicated local network for loT devices. This is called the “local loT network” and is considered to offer an extra

layer of security to both the devices and Enterprise via separation of loT device functions from the Enterprise
business network in case of a security breach or malfunction.

TNEFNDREE, SEIELRY FT—VRTEODTHRET B, &L, OEBERY D0 %
HBEL, £z, 1DFEREFEHORY bD—V%EL, V5V F -2 Ea—Ta 9 BEDHNERY LD
—HEGEEZRAVITELHD. COT—FTIFr TR, [oTTFNA REROE—OO—AIL - Ry FT—
DEFBDODIEN, RRA TSIV T1RERBEND, ThlEO—AlLloTRy hT—0 EFIEh, T/8(
REIVA—TSAXOMAIEMDEF ) Ta - LAV—2BHTEZIET, X2 T4 ERDLE
BEARELEBEIC, TUA—TS5A X -EVRR Ry b T—I M D10TT/NA REREZHBTHED
EEZBNTINVS,

The recommendations provided below are in order of increasing security, but not necessity. Enterprise IoT
architecture, risk assessment, and security requirements should be taken into consideration when identifying
the most desirable Hub features.

UTFISRYHERFRE, £Xa) T4 ZRBIETHHDLOEN, BATIEAL, =L, RBPEFELL
NTHEEERET DRICIE. TU2—TFAX0I7—FF I F v, YRV DT, ¥ )71 EHKG
Ex, BRI DVENH D,



3.2.11

3.21.2

Architecture Recommendations

The local lIoT network should create an environment dedicated to loT devices and communications

The local loT network should be separate from the “business” network (local or not)

Enterprises that share networks with other organizations may consider implementing a new
dedicated network, or partitioning their current network

loT devices should be networked in a way that ensures devices only communicate with the

services and peers required and reinforces confidentiality, integrity, and accessibility of
information and networks

B—AJ)LoTRy hT—21&, 0TTNA REBED-ODERDRELERT 2DLENH D,
A—ANloTRy bT—J1E, EDRR - 2y bT—9 WL RBESNZDBELSH S (local or not)

OB E Ry FT—VERFTHEER. HLOERRY FT-JDOFRE, FE BERY FI-V0
NEERFAEITOIES D,

OTTNRARERY FT—7LTBHEEICRF. TNODTNARADBELETHH—ERARLET EDHBEREL.
BREL VR Y FT—) OREN T2t 7TI A ERILTILENDHS.

Hub Attributes

The Hub should act as a gateway between the loT network and other networks
The Hub should minimize the attack surface, identify and address threat vectors

CONTIE, oTHy hT—=9 LD 3y FD—IBTOD, ¥— ko4 L LTHEET IVRELDH S,
CONTIE, RBEXNZEEEZR/DRICIZ, BEAI 2 —(CHTEEE/ MLETIDHEND S,

3.2.2 Separation of Testing, Staging and Live Systems

Before connecting a new IoT device to the local network, an Enterprise may consider testing the device in a
closed staging or test network to verify the device and reduce the risk of the new IoT device or devices,
loweringthe security of the current loT ecosystem.

FLWTTFNAREO—ALRY b T—V(2HEKET HHIIC. TUE—T54 XDRKRFT201F, y0—X
FRTFT=DUTFEREBTAR -2V bIT—=OTTNARETRA L, FHILWOITNARIZLB YR %
BHTA2LT. BROOITALRATFLDOEF 1) TA4ICETHBEEMALEVSIRTY TS5,

The recommendations provided below are in order of increasing security, but not necessity. Each Enterprise’s

loT architecture, risk assessment, and security requirements should be taken into consideration when
identifying the most desirable Hub features.

UTFISRYHERFRE, EXa) T4 Z2RIETHHDHLOEN, BATEAL, =L, RBEFELL
NTHEEEHRET DRICIE. TU2—TFA4XDT7—F T F v, YRV, %2 )71 EHKG
EEERTILENDD.



3.2.21 Architecture Recommendations

The Enterprise should have the ability to connect and test devices before putting them on the live system
The Enterprise should have at minimum a “test” or “staging” and “live” system

® The Enterprise may decide to have a “development” system if required

® I UA—TI534REFE TNAREERVATLEICERET BRI, T/ REHEHELTT R T B8R
ZRADDENH S,

® I UA—TIA4RICE, S ed, TRMERBRT=OUIELUTATORODVRATLBLELT B,

® I A—TI34REF REICHLT, TIAM AU - VRTLOBATHHT 2550 H 5,

3.2.2.2 Hub Attributes

* The Hub should have atest or staging system function
* The Hub should have the ability to manage device setup
* The Hub should manage device connection

* WRELBINTRE, TRAMERBRAT—OUTDIVRATLBEEVELT S,
* HWARELBNTIE TINAR -2y b Ty TEEETIHENEZLEET D,
¢ XMRELGBNTE. TN REREEET DBENDH D,

3.2.3 Gateways and Firewalls

A gateway is a hardware device that acts as a “gate” between two networks. The gateway function may be

incorporated into a router, firewall or other device that controls the ingress and egress of traffic in and out of
the network.

F—FrzA1E, 220%y FT—9BOST— bE LTHEEET D, N—FY9T7 - FTNAADZETH B,
2y D= IZHAYT B LS T4 I &HETEIIL—E3— " T7ATI+—ILEEDTINARIZ, 2D
F—broz A DHEREEHAFAD Z EMNTE S,

By it acting as a “gate” between two networks it is considered to be inevitably at the edge of a network, given

that all the external network traffic must pass through it. Apart from acting as a gate it may also translate
connections from the external network into protocols compatible with those supported by devices within the
internal network.

COT—ME 220y FT—VROHEAYDOE LTHEET 5, £LT. IXTONERY T—2 -
749N, CCEBBYDIVENHDENFHREL DO, BAMIZHRY FT—V LD v VIR
ERTEIND, Tz, F— FELTHEET HIENIC. MRy bT—oDT0 FaLE, RERFRY b
—JRDTNAZDBYR— b 2HT0raLE, BEREOHEIN=BIZITERTEHILELTES,

Afirewall is a more advanced type of gateway, which inspects and filters inbound and outbound network traffic
and where necessary preventing connections being made with suspicious or unauthorized sources. A further
evolution of the firewall that allows application layer (seven) filtering which allows the URL level traffic filtering.

T7AT79+—LIE, SYBELEA TOF— b, ITA4THD. AVINIVEBEUTIRNYY FDOXR
YRT=D - FZTA4VIDBEETALETTL, BHOLWY —RFELFRELY—REDEHEE
WEIZIE CTHEILET 5, SOICEIELEZT7AT7O4+—ILE. RLLRNLD ST 499 - 2400225
ZAREICT B, 7TV —avB(layer 1) T4 IR ) VT EAREIZT B,



The recommendations provided below are in order of increasing security, but not necessity. Each Enterprise’s

loT architecture, risk assessment, and security requirements should be taken into consideration when
identifying the most desirable Hub features.

UTFISRYHERFRE, £Xa) T4 Z2RIETHHDHLOEN, BRATEAL, =L, RBEFELL

NTHEEEHRET DRICIE. TU2—TFA4XDT7—F T F v, YRVEFHE., %2 ) 71 EHKG
EEERTILENDD.

3.2.3.1 Architecture Recommendations

The Enterprise should implement best practice network security using firewalls and gateways to protect
networks and data flows

®  The Enterprise should enable traffic segmentation and routing
®  The Enterprise should enable traffic monitoring

0 I VA—TJSARE. *Y IV ,T—E70—%2RETDHLHIC, TJ7ATI+—ILEF—FD
AEEFRTHIRNR L TSV T4RADRY R T—9 - 2X2 ) T4 RETILENDH S,

0 IVUA—TS54RF, FST4VIDETAVT—2a3vEN—T A VT EERTILENH D,

0 IVA—TSA4RFE, FST74VIDEZARYITERRTIVLENDHD,

3.23.2  Hub Attributes

The Hub should act as agateway to other local and/or external networks
The Hub should act as a central point for monitoring gateways and firewalls
The Hub should offer alert and notification inthe event of anomalies

* ZONTR OA—AL - Ry FT=IONBRY FT—I~ADT— 14 & LTHETDLENHD,
* CONTET—=bIAETFATIA—LEERT 50D PLRE LTHET SDENSH S,
¢ ZONTIE BEDSRELIGEIC, 73— e/ —T14747—2avERBTIDENH D,

3.2.4 Examples of Network Management Tools

While this architecture does not prescribe any one specific solution or make assumptions regarding the loT
security requirements of the Enterprise, below are examples of how a Hub architecture may interface with or
support network managementinthe loT ecosystem.

COT7—FTIFrEF BFEDOVYa1—2avERETHINTRAEL, Ffey TUE—T54 XDl
FaAVTABEBHITOVTHRETHHDTELAEL, LA >T, UTOHIE. /NT - 7F—FT I FvhlolT
AVRTLDOFRY FI—VEBIZHLT, EDKIITAVE—T1—REHFL, EDLSITHR—FT B
NERTLDELRD,

* Arouter (or a Hub) inthe Enterprise may be used to split the local network into two — one to function
as a “business network” and the other as an “loT network”

* The Hub can then act as a gateway between the business and loT networks. For instance, to auto-

update shipping logs for manufactured goods

* The loT manager can use the Hub to further separate the loT network into “testing” and “live” systems to
set up new loT devices before introducing them to the loT ecosystem. For instance, for testing
interoperability when introducing a new smart lightbulb make or model into the Enterprise environment
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3.3 Connecting Devices Securely

3.3.1 Authentication and Authorization

The secure authentication of an loT device’s identity and its software deployed in the Enterprise is critical to

ensuring that only approved and trusted devices are deployed into the Enterprise. Authentication is the
process of verifying that athing (or person) is what it claims to be. Authenticating a device verifies its identity
and/or attributes of the device. Once authenticated, the network manager can authorize the device to function
onthe network.
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Authentication supports other good security practices such as authorization and non-repudiation. Non-
repudiation is “the ability to prove that a person, entity or process cannot deny having carried out an action”

[ref 9]. Authorization grants permissions to the devide, such as network access and associated parameters.

In the same vein, permissions can be taken away from specific devices, for instance at end-of-life or inthe event
of ownership transfer.
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In order for successful authentication and authorization in a mixed-vendor environment (i.e. for the Enterprise
to not be constrained by vendor or ecosystem lock-in) devices need to be interoperable and support
internationally recognized standards. Whilst standardization is still in its infancy, there are initiatives in this
area, an example is the IETF draft on the remote bootstrapping of PKI credentials [ref 17]. Solving issues of
interoperability is not a primary aim of this document, but should be a key consideration for OEMs developing
devices for the Enterprise and for loT managers and developers implementing these hub architectures.
Particularareas that need standardization are:
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Protocol or protocolsfor loT devices and hubs which support:
o Trusted software update which allows the option of a Hub to act as a broker

between manufacturer and device, particularly within a heterogeneous environment of
multiple manufacturers and their devices

o loT device secure credential dissemination which can be authenticated by the Hub or Hubs.
o AHub being able to enumerate loT devices and establish their state in a safe and secure way.

* Acommon method of describing detected security events acting on an loT device
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Unlike traditional IT equipment which either has a human interface or a standards-based interface used to
configure and load trust credential, IoT devices are typically “headless”. As a result, the installation of the trust

credentials to allow the device(s) and the Enterprises’ network to authenticate each other represent a

challenge to scalable deployment. Inthe case of network access this can be problematic for Enterprises when a
device expects its wireless configuration to be carried out over a local wireless interface and involves the

sharing of the Enterprise’s wireless credentials to the device.
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Throughout the lifecycle of an loT device, authentication and authorization will be used repeatedly to verify
and manage devices, including assigning and revoking privileges. Authentication and authorization form a
foundation for additional security layers such as (in order of increasing security, but not necessity):
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* Device Identity Management — the ability to identify a device or group of devices, enabling
actions such as authorization and privilege management

* Black or Whitelisting — verifying only desired (e.g. authenticated) devices access the network
by managing access or privilege control tools (e.g. granting authorization)
* Granting Privileges — authorizing access or actions based on attributes (e.g. allowing

devices connectedto a “visitor network” access to a “visitor printer”, but not the Enterprise business
network)

* Revoking Privileges — removing or preventing a privilege based on attributes (i.e.

removing authorization to access the Hub system from a decommissions smart light solution which is
installed in the building but no longer in use)

Roots of Trust — use of trust-building tools, such as certificates or encryption, to provide a
trust foundation inthe loT system (e.g. using certificate authorities to authenticate devices)

Validating Software Updates — with the use of digital signatures and/or encryption based upon
a suitable root of trust to validate that the software update is from an authentic source, typically
the product’'s OEM or authorized software provider
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The recommendations provided below are in order of increasing security, but not necessity. Each Enterprise’s

loT architecture, risk assessment, and security requirements should be taken into consideration when
identifying the most desirable Hub features.
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3.3.1.1 Architecture Recommendation

® Enterprises should use only IoT solutions that can be authenticated where possible to ensure only
known devices are allowed on the network and support ongoing trust between devices

® Develop authorization management structure to determine a device’s privileges on the network (i.e.
connectivity, routing, requests, files)

® Have the ability to revoke authentication and/or authorization to decommission devices or transfer
ownership
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3.3.1.2 Hub Attributes

3.3.2

The Hub should be a central point for supporting authentication. It may:

o Carry out authentication processes

o Actas acache for authenticated devices

o Store authentication credentials

o Supportvarying levels of authentication (e.g. single token, server, and mutual authentication)
The Hub should be a central point for supporting authorization. It may:

o Actasadevice managementtool to apply or revoke privileges

o Supportcreation and enforcement of permissions lists (e.g. black- and whitelists)

o Supporttrusted device/group identity management

The Hub should provide alerts if an authenticated device has been tampered, authorization privileges
have been modified, or istrying to execute unauthorized actions

A Hub should use at minimum best practices in password and cryptography systems to
support authentication and authorization processes
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Secure Boot

Secure boot is the process through which the device validates the integrity of the software from boot time
onwards. For larger systems there are three levels of secure boot types in increasing level of security listed

below:
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Secure Boot: The device verifies that its bootloader is correctly digitally signed and that no
changes have been made to the firmware

Trusted Boot: The device’s bootloader checks the digital signature of the operating system and the
operating system checks the integrity of every component of the startup process before loading it

Measured Boot: The device’s firmware logs the boot process metrics including the Operating

System boot and securely sends the metrics to atrusted server that can attest to the
trustworthiness of the device
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In smaller embedded systems, the Secure Boot and Trusted Boot may involve the use of a microcontroller or
microprocessor that starts executing software from internal and immutable memory. The software stored in
theimmutable memory inthe microcontroller is considered inherently trusted (i.e., the root of trust) because it
cannot be modified. This inherently trusted software then authenticates the software, such as the operating
system not stored in immutable memory, through a cryptographic process such as digital signing or decryption,
using aroot of trust stored securely within the microcontroller/processor.
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The recommendations provided below are in order of increasing security, but not necessity. Each Enterprise’s

loT architecture, risk assessment, and security requirements should be taken into consideration when
identifying the most desirable Hub features.
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3.3.2.1 Architecture Recommendations

. Use only Hub solutions that support secure boot to ensure that their integrity cannot be
compromised and that only authorized software can be deployed onto them

*  Have the ability to revoke authentication and/or authorization to enable the secure
decommissioning of Hubs or transfer Hub ownership
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3.3.2.2 Hub Attributes

*  The Hub should provide alerts if an attempt is made to install unauthenticated software or the Hub
has been tampered, authorization privileges have been modified, or is trying to execute
unauthorized actions

*  AHub should use at minimum best practices in roots of trust and sources of entropy, for its
cry%tograph_ systems to ensure support for secure authentication and authorization processes. For
further dt[atafl ?]on this best practice subject please see in the “loT Security Compliance Framework
section” [re
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3.3.3 Roots of Trust

Roots of trust are at the core of this Hub-based architecture because the Hub acts as a central trust anchorand
management tool, deciding which devices or network infrastructure to trust. Without a root of trust,
particularly public roots of trust, this is a difficult problem to solve. Public roots of trust are considered a more
secure and practical solution than private roots of trust in the Enterprise context, primarily because of the
increased responsibility placed onthe Enterprise and risks that come with poor management of private roots of
trust. Public roots of trust also better support other needs such as interoperability.
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Roots of trust are highly reliable hardware, firmware, and software components that perform specific, critical
security functions. By design, roots of trust must be highly secure since they are used as a fundamental trust
point. To prevent tampering or extraction of their contents, roots of trust are normally implemented in
hardware to provide a strong trust foundation.
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An Enterprise will need to make an informed decision on whether bestto use public or private roots of trust for
its specific loT deployment model. While there might be certain situations where private roots are preferable
as discussed below, in general private roots of trust are not considered the most effective solution in the
context of Enterprise loT. Implementing a private root of trust places additional responsibility on the Enterprise
to ensure roots of trust are managed appropriately.
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Executing key management and creating private roots of trust can result in interoperability issues and security
weaknesses. For instance, private roots of trust used to embed certificates in devices may result in issues of
management and scalability — particularly where devices may have limited or no user interface (“headless
devices”). Keys left unmanaged, certificates not revoked appropriately, or not re-issued to keep pace with
technological change can weaken security and negatively impacttrust inthe loT ecosystem.
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Private roots of trust do have specific benefits in the case of internal services authentication, for example
authenticating connections into the Enterprise’s internal WiFi or virtual private network(s) (VPN). These are

cases where there are significant benefits to the Enterprise being able to specifically control which devices or
connections can be authenticated by internal systems. Ifthe Enterprise uses it own private root then no other
entity can issue certificates except those authorized within the Enterprise and the certificate profiles can be

customised to suit the Enterprise’s specific requirements.
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As their name implies, public roots of trust are ones which are publicly accessible and allow third parties to
authenticate each other without prior credential exchange. Embedding public roots of trust where possible
helps circumvent issues presented by private roots — such as scalability — and supports a long-term approach to

treating risks associated with Enterprise IoT deployments. A number of the challenges of the deployment of
roots of trust can be overcome with a combination of the use of public roots of trust and the use of Identity
Access Management systems.
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The recommendations provided below are in order of increasing security, but not necessity. Each Enterprise’s
loT architecture, risk assessment, and security requirements should be taken into consideration when
identifying the most desirable Hub features.
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3.3.3.1 Architecture Recommendations

. If considering private roots of trust, the Enterprise should execute a risk assessment to help identify
the best way forward

. Implementations should support best practices in roots of trust [see refs 3, 12 and 16]
. Roots of trust should be utilized to support authentication and authorization processes
. Roots of trust may be used to support identification of malicious software
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3.3.3.2 Hub Attributes

. The Hub shall supﬂort the cryptographic hashing and encryption/decryption functions used in the
authentication of chains of trust, in particular:

o AHub shall support industry standards in cryptography

o A Hub shall support best practices in cryptography [see ref 1
o AHub shall have a hardware root of trust
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The Hub should have the ability to manage private and public roots of trust
o The Hub may be able to create and manage private roots of trust for the Enterprise
o The Hub should be able to support public roots of trust
o The Hub should securely store and/or cache roots of trust
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The Hub may enable roots of trust by acting as an intermediary between device and
certificate authority
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The Hub should provide a cryptographically secure method to update and revoke its cryptographic keys,
including those keys used for the authentication of updates
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The Hub may use roots of trust to assist detection of malicious software
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3.3.4 Examples of Tools to Connect Devices Securely

While this architecture does not prescribe any one specific solution or make assumptions regarding the loT
security requirements of the Enterprise, below are examples of how a Hub architecture may interface with or
support connecting devices securely inthe loT ecosystem.
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A Hub can manage white lists to ensure only authorized devices connect to the loT network. For
instance, in shared office spaces multiple Enterprises may have access to local networks.
However, whitelisting loT devices allowed onto the IoT network will protect the network from being
accessed by office, 1oT and BYOD devices in the shared space
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A headless device, such a motion sensor, with a root of trust may need to be authenticated by a
certificate authority. In this case, the Hub can act as an intermediary, communicating directly with a
certificate authority and providing a user interface to prompt or track the authentication process.
After the root of trust has been authenticated, the IoT manager can grant the motion sensor
authorization to access the loT network
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3.4 Lifecycle Management
3.41  Monitoring and Audit

Monitoring and audit of loT ecosystem devices, networks, resources, and performance are key elements of loT
security. Information and measures resulting from monitoring and auditing can be aggregated in a centralized
location for better loT ecosystem visibility and control. A Hub acts as a central repository of information for loT
managers about the functioning and statuses of the IoT ecosystem and can be used to inform resulting actions.
The loT manager will be able to take more informed decisions based on what is learned and can be applied via
the Hub, particularly with the rapid development of machine learning and data analytics. This includes
aggregation of information from other security tools such as firewalls, gateways, and network access controls.
These tools may or may not be directly managed from the Hub, however, they may share information such as:
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Notifications — A notification is information delivered by the system to the IoT ecosystem managers
and/or loT users as appropriate. This could include push notifications (such as an unexpected

incident alert notification) or pull notifications (such as requested status updates). Notifications
support security by providing essential information to the loT manager on events and
incidents in the ecosystem and thus respond appropriately

Alerts - An alert is a type of notification that is important or time sensitive. For instance, alerts can
support loT security via timely notification, and thus response, when incidents are detected in the loT
ecosystem

* Status Updates — Status updates are atype of notification that provide the ability for loT managers to

determine the status of an loT device or network at any given time, such as device status (e.g. on/off,
in use/not in use), or software update/ patch status. Status updates support security by
contributing tothe overall snapshot of IoT ecosystem statuses, health, and security management
processes

* Report — A report, such as an incident report or system snapshot, can include historic and

current information such as time/date stamps, impacted networks and devices, taken or scheduled
actions. Reporting provides an understanding of events and may also assist in demonstrating
compliance with local and industry-specific regulations
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The recommendations provided below are in order of increasing security, but not necessity. Each Enterprise’s

loT architecture, risk assessment and security requirements should be taken into consideration when
identifying the most desirable Hub features.
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3.4.1.1 Architecture Recommendations

An Enterprise should have tools for monitoring and auditing its loT ecosystem, which supports

troubleshooting, checking network health, tracking data flows, and demonstrating policy compliance.
This may include:

Monitoring/auditing devices

Monitoring/auditing networks and Hubs
Monitoring/auditing traffic flows

Raising alerts and notifications when an event is detected

O O O O

* An Enterprise should have a central location to review alerts, notifications, or reports resulting from
monitoring and audits

Monitoring and auditing should be provided to the extent needed to manage the network. This may
include information such as:
o Metrics on resource consumption (e.g. power)
Data transfer and flows
Access requests and logs
Changes to device and network parameters
Temporary devices and associated actions
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It is important to note that network monitoring and audit are subjectto local policy and regulation — such as

privacy and data protection — and should be implemented in a manner consistent with relevant legislation for
that Enterprise sector.
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3.4.1.2 Hub Attributes

*  The Hub should enable monitoring and audits. These may be done continuously, be time-constrained
ordone routinely

The Hub should provide reporting tools for monitoring and audits, this may include:
o Alog of monitoring and audit activity

o Access to past reports
o Query options

Following monitoring or audit, the Hub should provide alerts or notifications of relevant information
such as incidents or measures outside set parameters

* As a result of monitoring and audit, the Hub should enable Enterprise loT managers to take necessary
actions either directly viathe Hub or outside the Hub. This may include actions such as:

o Controllingtraffic flows and segmentation
o Implementing anti-virus/malware solutions
o Pushing updates or patches to devices

*  Hubs supporting roots of trust should be able to audit and update roots as necessary
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3.4.2 Update and Patch

A simple but configurable way of securely updating and patching across the [oT ecosystem is an important
aspect of loT security. Updating and patching helps to protect against known threats, fix security
vulnerabilities, protect against bugs and improve performance. loT managers should be able to have a central
point of reference for related information such as:
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* Completed Updates
* Scheduled Updates
* Update Source

* Update Verification
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Implementing reliable mechanisms for tracking and implementing updates supports the integrity, privacy and
security of the loT ecosystem and helps to enable interoperability.
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The recommendations provided below are in order of increasing security, but not necessity. Each Enterprise’s

loT architecture, risk assessment, and security requirements should be taken into consideration when
identifying the most desirable Hub features.
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3.4.2.1 Architecture Recommendations

. IoT devices should support software and firmware updates and patching from necessary sources
(e.g. Enterprise- or manufacturer-pushed)

. The loT manager should be able to log updates/patches and create related reports

. Update mechanisms should include secure boots and regular reboots for devices, such as code
signing to verify updates
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3.4.2.2 Hub Attributes

. The Hub should keep an update/patch log with reporting capabilities, for example:
o The Hub should log information regarding past and future updates such as time stamps or
scheduled updates
o The Hub should log information about update provenance and verification
o The Hub should support automatic and manual input
* The Hub should be able to manage updates and patching centrally to the extent possible, for example:
o The Hub may be able to cache updates for loT devices
o The Hub should support devices with limited or intermittent connectivity and multi-part
updates
The Hub should support automatic and manual initiation of updates
o The Hub should be able to manage updates from a variety of sources (e.g. Enterprise- and
manufacturer-pushed)

* The Hub itself should be kept as up to date as possible as it provides a high level of security to the loT
ecosystem and management
o The Hub should be easy to update
o The Hub should be able to monitor, audit, and report its update and patch status
o The Hub may be able to auto-update if allowed
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3.4.3 Manage Device Identity and Authorization

Device identity is not a primary focus of this proposed Hub architecture. However, it is worth noting that
identity has a useful role in supporting security functions enabled by this Hub architecture — such as

authentication, roots of trust, and device lifecycle management. For instance, identifying a device can support
assigning or revoking device privileges and make tracking and implementing updates easier.
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The specific technologies, services, or other resources that may be used to assign and/or manage device
identity is not within the scope of this proposed Hub architecture. No identity solution or management tool is
presumed or prescribed here. There are a range of solutions, both available and developing, that can be
successfully used in loT deployment.
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In addition, there may be situations when sharing or assigning a device identity may not be desired by either
party. For instance, personal devices brought onto the Enterprise network by employees, such as smart
watches or fitness trackers. Personally identifiable information, particularly that which is not required for
business functions, is not in scope of this paper and should be handled in a manner consistent with local data
protection and privacy policies.
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Taking this into consideration, in an loT ecosystem, it should be possible to assign identity to all devices
or groups of devices as appropriate. Identity may be provided via a variety of resources including, but
not restrictedto:
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* Manufacturers

* Private and bespoke identity schemes
* Third party solutions or services

* Hub solutions
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Ifan Enterprise decides to implement an identity scheme, a Hub may:
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* Improveoverall IoT ecosystem management and security

* Provide acentralized database for device and/or identity management

* Provide flexibility to assign a device to one or multiple groups

* Provide flexibility to assign attributes and authorizationsto a device and/or group of devices

* PTIAVATLEFDERLE LX) T ZALEEES

* TNAR/IDEEETHOD—TILEN-T-IR—XERHKT S

* TNAREE—EHOTIL—TICEYETIEHMERET S

* TRARSTNALR - TL—TICH L TR ERB LB L THLRUMZRES S



3.4.4 Managing Device End-of-Life

An loT device’s lifetime can be unique to each deployment. For an loT device, the end of life will most likely
be theresultof a number of factors, including but not limited to:

OTTNARADSA TEA4 LIKIE, FNFNOTTAS AV RIS EIZEAEDLDELBEAS, loTT/A
ADGE. A 731 LDEDLYIE. UTOESHEHLEERDERICESEZA53D. TnSICRESH
LhIFTIEALY

* Manufacturer end-of-sale or support (such as discontinuing updates and patches)

i I(Ejnterprise upgrade or solution change including integrating new devices and decommissioning old
evices

* Change of ownership, where an Enterprise may inherit or transfer ownership of loT systems (for
example inthe case of office location change)
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Security practices included in this architecture support good practices for end-of-life management. For
instance, there are a number of security practices that need to be considered when managing end-of-life,
including but not limited to:
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®* Managing permissions and revoking authorization

. #}ndgrs{tanding what Enterprise information is accessible by the device and removing or protecting
is data

* Data erasure — permanentdeletion of any settings, user account information etc.
* Decommissioning or transferring device identity
* Precautions for transferring device ownership, such as data erasure, factory re-set, etc.
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A Hub architecture provides a central location to query information about the device, its authenticity,
authorizations, network access and in some cases execute the necessary actions to revoke permissions and
decommission adevice and/or the Hub itself from the IoT ecosystem.
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3.4.5 Examples of Lifecycle Management Tools

While this architecture does not prescribe any one specific solution or make assumptions regarding the loT
security requirements of the Enterprise, below are examples of how a Hub architecture may interface with or
support lifecycle management IoT ecosystem:
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* A Hub should monitor the traffic in and out of the loT network. For instance, there might be
coffee machines communicating with the office manager as well as sending usage statistics to the
supplier once aday. However, if outward coffee machine traffic suddenly spikes to once a minute then
the Hub may alert the loT manager to suspicious activity. It may be that the device has been
compromised, such as infected by malware utilized in a DDoS attack. In this case, the IoT manager
can immediately takethe device offline

* Some updates may need to be pushed to devices by loT managers. For instance, a Hub can
receive alerts from a smart board manufacturer when an update or patch is available. The loT
manager can then immediately push the update to the device or place it in a queue for updating
outside of normal business hours. Once the update has been installed, the Hub can receive
notification and update the patch logfor the smart board

A Hub will have a user-friendly interface to manage loT devices. An Enterprise adopting solutions
from multiple vendors — such as light bulbs form Vendors A and B and door locks from Vendor C—

may find a variety of identifiers, not necessarily user friendly, attached to the devices (such as
Ib_12345 or lock_jfk). In the Hub interface, the loT manager can assign unique identifiers and

location or vendor attributes to devices (such as “Light: vendor A, Office 245” or “Door Lock:

Vendor B, meeting room A”).The loT manager can then search by vendors, locations, or type of loT

solution to oversee, grant orrevoke authorization, and delete data relatingto a device or group of
devices
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3.5 Hub Device Security

In the end, the Hub architecture presented here is based on a central device and user interface as the
foundational element of the Enterprise loT ecosystem and security. Hub device security and development are
not the focus of this document, but it isworth noting that the device must include robust security. This includes
featuressuch as:
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* Useraccess permissions that support best practices in system and information security

* Ability to securely store sensitive information such as roots of trust

* Alerts and notification of anomalies

* Security considerations for web and mobile user interfaces as well as network connections
* Secure Boot
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The Hub device should adopt security best practices. There are public resources available that help Enterprises
as well as developers implement security best practices into their 10T solutions. One example isthe [0TSF's “loT

Security Compliance Framework” [ref 1]. In this document, security compliance frameworks are laid out for a

range of topics related to the four main Hub functions and support capabilities included in this Hub
architecture. The compliance framework sections as presented here are relevant to Hub device security and
development and are mapped to the Hub-based reference architecture below.
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m Compliance Framework Sections

Network Management e Cloud and network elements
e Secure supply chain and production

Connecting Devices Securely Device wired and wireless interfaces
Authentication and authorization
Encryption and key management for hardware

Configuration

Lifecycle Management Device hardware and physical security
Device software
Device operating system

Device ownership transfer

Information Security

Business security processes and responsibility
Web user interface

Mobile application

Privacy

Table 3 10TSF Compliance Framework Mapping



4 References and Abbreviations
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https://csrc.nist.gov/publications/detail/sp/800-57-part-1/rev-4/final
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https://www.iotsecurityfoundation.org/wp-content/uploads/2015/09/I0TSF-Establishing-Principles-for-loT-
Security-Download. pdf

|oTSF “Secure Design - Best Practice Guidelines L Software Update Policy”:
https://www.iotsecurityfoundation.org/best-practice-quidelines/

NCSC UK “Guidance - Provisioning and securing security certificates”
https://www.ncsc.gov.uk/guidance/provisioning-and-securing-security-certificates

European Commission “2018 Reform of Data Protection Rules”: https://ec.europa.eu/info/

. European Commission “Latest NIS Cooperation Group’s guidelines for implementing the NIS Directive

https://ec.europa.eu/digital-single-market/en/news/nis-cooperation-groups-gquidelines-implementing-nis-
directive-and-addressing-wider-cybersecurity

Office of the Federal Register (US). “CISA 2015 Final Guidance Documents”:
https://www.federalregister.gov/documents/2016/06/15/2016-13742/cybersecurity-information-sharing-act-
of-2015-final-guidance-documents-notice-of-availability

NIST Computer Security Resource Center “Guidelines on Hardware - Rooted Security in Mobile Devices (Draft)”:
https://csrc.nist.gov/publications/detail/sp/800-164/draft

IETF Bootstrapping Remote Secure Key Infrastructures (BRSKI) draft 16, June 21St2018:
https://tools.ietf.org/html/draft-ietf-anima-bootstrapping-keyinfra-16




4.2 Definitions and Abbreviations

Forthe purposes of the presentdocument, the following abbreviations apply:

PKI Public Key Infrastructure

TRNG True Random Number Generator
TBC To Be Confirmed

TBD To Be Determined

TLS Transport Layer Security



5 Appendix A— Sample Threat Modelling

Spoofing

Tampering

Threat Example

Employing spoofing of IP
addresses and/or

user datagram
protocol (UDP) to obtain
credentials to gain
unauthorized access to

a device

Address resolution protocol
(ARP) spoofing used to
redirect data traffic to

the attacker

Spoofing notifications or alerts

Sending spoofed packets to
influence the functioning of a
device (e.g. stop, start,

or modify data collection
and transfer)

Enterprise user unknowingly
being directed to a spoofed
website of a cloud service
provider

Tamperingwith a connected
door lock to gain
unauthorized control

Covertly modifying a sensor’s
data sharing permissions

Tamperingwith software to
modify permissions, install
spyware or backdoors

Tampering with data,
impacting the trust, and
possibly business processes,
in the loT ecosystem

Treatment Examples

Update and patch devices
to preventvulnerability
exploitation

Roots of trust to support
trustedidentity and access

Manage device identity to
support acompromised
devices’ authorization

and access privileges and
end of life provisioning

Implementing gateways and
firewalls to identify
suspicious traffic

Use roots of trust to support
non-repudiation

Secure boot and update to
ensure software

and hardware are
modified by trusted
sources

Secure management of
access controls

Monitor and audit device
status and traffic flow to
identify unauthorized
activities

Set up new devices or
services in a staging system
to preventtampered
devices from accessing the
live network

Hub Architecture
Treatment
Correlation

Gateways
and Firewalls
[3.2.3]

Authentication
& Authorization
[3.3.1]

Roots of Trust [3.3.3]

Update and Patch
[3.4.2]

Device Identity and
Authorization
[3.4.3]

Managing End-Of-Life
[3.4.4]

Separation
of Systems
[3.2.2]

Gateways
and Firewalls
[3.2.3]

Authentication
& Authorization
[3.3.1]

Secure Boot [3.3.2]

Roots of Trust [3.3.3]



I
Repudiation

Information
Disclosure
(Data Breach)

Denial
of
Service

Sensor data is modified in
transitto the cloud service and
Enterprise metrics are affected

Device A receives acommand
seemingly from Device B but it
was sent actually by

an unknown source
and leadsto malfunction

A staff group share agroup
password/authentication

process for accessing a
system

Corporate espionage and black
hat hacking

Disgruntled
employee
and copies
confidential or sensitive
information

accesses

Diagnostics information
shared with an OEM
which discloses
proprietary

Enterprise information

Unauthorized access
to security cameras

Password leaks

or  unauthorized
password/credential
modification

Packet capture via man-in-the-
Using exploits in connected
devices to execute a DoS
attack onthe Enterprise
website

Using exploits in connected
devices to disrupt normal
business functions of the

Enterprise’s connected
systems

Using exploits in connected
devices to execute a DoS or

Use of digital certificates to
support secure identity of
users and devices

Public key infrastructure to
manage and revoke digital
certificates and roots of trust

Secure boot and update to
ensure only authorized
maodification of software and
hardware

Information security best
practices — managing
individual user access
controls

Monitor and audit traffic on
and outside of the local loT
network

Alertsfor suspicious data
traffic

Privilege-based or other
fine-grain user authorization
management

Adoption of information
security management best
practices

Separating business and loT
networks

Encryption of data

Traffic monitoring and
management (ingoing and
outgoing)

Use of gateways and
firewalls to monitor
and block traffic

Blocking devices from
communicating outside the
LAN or Enterprise

Restricting access to

Authentication
and Authorization
[3.3.1]

Roots of Trust [3.3.3]
Secure Boot [3.3.2]

Device Identity and
Authorization
[3.4.3]

Managing End-Of-Life
[3.4.4]

Local loT Network
[3.2.1]

Gateway and
Firewalls
[3.2.3]

Authentication
and Authorization
[3.3.1]

Monitoring and
Audit [3.4.1]

Device Identity and
Authorization
[3.4.3]

Managing End-Of-Life
[3.4.4]

Local loT
Network [3.2.1]

Gateways
and Firewalls
[3.2.3]

Monitor and
Audit [3.4.1]

Update and Patch
[3.4.2]



Elevation
of
Privilege

Regulatory Non-
Compliance

Unsupported
endpoint
management

DDoS attack on athird-
party network or site

Using exploits in connected
devices to execute a DoS
or DDoS attack on another
loT device inthe network

A smart device zero-day
exploitthat allows athird
party onto the LAN

Unauthorized access of a cloud
service provider’s system

enabling access to the
Enterprise business network

Gaining high-level privileges
which enable command and
control of athing-bot

Inability to or difficulty
in proving compliance
for audit purposes

Lack of easily applied
metrics to measure
complianceor identify
security shortfalls

Need to prove compliance
after adata breach to show
due diligence

Out of date devices

with known exploits or
bugs being exploitedto
access loT networks

Devices with outdated
software or firmware

Inability to encrypt data or
assign a root of trust

Inability to remotely manage
end-of-life

command/controlfunctions
of devices

Taking compromised and
irreparable devices out of
the Enterprise loT
ecosystem securely

Lifecycle managementand
decommissioning old

or compromised
devices

Separation of loT and
business networks to
discourage privileged users
from accessing non-
relevant business
information

Privilege-based or other
fine-grain user authorization
managementto prevent
access to non-relevant
information, controls and

Log and report on security
features and ecosystem
management

Enable security best
practices

Identify, manage,

and update
regulation
compliance measures

Monitor data traffic
and  enable alerts for
suspicious traffic

Manage authorization and
access to devices

Physically manage updates
orpush updates where
possible

Create asecure environment
for devices - separate
devices from WAN and

Authorization [3.4.3]

Manage End-Of-Life
[3.4.4]

Local loT Network
[3.2.1]

Authentication &
Authorization
[3.3.1]

Monitor and Audit
[3.4.1]

Device Identity and
Authorization
[3.4.3]

Managing End-Of-Life

Highly dependent
on
regulatory

requirements.
Common examples
are:

Gateways
and Firewalls
[3.2.3]

Authentication &
Authorization
[3.3.1]

Local loT Network
[3.2.1]

Separation
of  Systems
[3.2.2]

Gateways
and Firewalls
[3.2.3]

Monitor and
Audit [3.4.1]

Update and Patch



business networks

Set up devices with minimal
security features in atesting
orstaging system to prevent
impact on local loT network

Manage End-Of-Life
[3.4.4]



6 Appendix B— Note on Information Security Best Practices

Itis assumed that information security best practices will be implemented with loT deployments, be structured
in a way that best meets the needs of the Enterprise, and is in compliance with relevant regulations such as
local data protection and privacy regulations. Information security best practice are not the focus of the
architecture, but more information on how they relate can be found in Appendix B.

Because many loT solutions are wholly or in part provided via a cloud-based service it is important to note that
an Enterprise should assess risks associated with data transfers outside the organization. This may include
business operational data (such as client information), sensor data (such as lights and temperature), or other
types of data which provide information about the Enterprise. Data which is sensitive or business-critical may
require additional levels of security which is best managed within the organization, while others may find
service providers better-suited to some types of information management and security. Risks associated with
external and/or internal data management will be unique to the Enterprise, therefore no assumptions are

made here about the Enterprise’s chosen solution.

Information security best practices should be incorporated throughout the loT system were necessary, for
example:

* Data security at restand intransit
* User authentication and access privileges
* Securing sensitive information (e.g. keys and certificate management)

For these reasons there is not a dedicated information security section of this Hub architecture. However,
relevantinformation on this topic is provided where needed.

For more information on this topic specifically, Enterprises can consult a range of resources regarding
information security standards and best practices made publicly available through independent organizations,
standards bodies, and national governments including IoT Security Foundation, ISO, BSI, NIST, and NCSC.
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